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COMDATA  multi-factor Authentication (MFA)

Multi-factor Authentication: Customer Administrator’s Setup Guide

As an organization, we are always striving to 1 COMDATA
stay ahead of the curve with our security
and IT practices. We are excited to P2 COMDATA, iconmeciosta o

introduce our new approach to enhance the
security of the ICD portal. Multi-factor
Authentication (MFA) adds a second layer of
validation after you input your username
and password into the iConnectData (ICD)
login page.

Recolve a code via SMS to authenticate

672898
-

Going forward, as a part of the login
process, ICD users who take advantage of
Comdata’s MFA process will receive a six-digit Access Code. Upon receiving the code, the user enters
the code in iConnectData to complete the login process. Using a code is the second level of our new
‘multi-factor’ login process.
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Multi-factor Authentication Setup

1. Loginto ICD: https://w6.iconnectdata.com/Login/init/ICD. Enter User ID and click “Continue”.

Step 1: Please enter your User ID

& ‘ RMSOLP

Continue

Forgot Password? Forgot User ID?
ICD MOBILE

2. Check the ImageKey / ImageKey Caption and enter ICD Password and then click Continue.

Step 2: Enter password for RMSOLP

If this ImageKey and caption are correct, please enter your
password to log into iConnectData.

Image Caption:

A | Password

Forgot Password? Forgot User ID?
ICD MOBILE
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3. Answer security question. Please note that this security question might be used in the future as your
password recovery question.

Please answer the following security question

Question: What is your dream car?

Enter your answer

2> | cart

D Hide Answer

Forgot Password? Forgot User ID?
ICD MOBILE

4. The system’s enhanced security function immediately registers the user. Once registered, a redirect
page displays this message:

“You are being redirected to our enhanced security login portal. If your browser does not automatically
redirect you, please click here. Please bookmark the new login portal for future ease of navigation.”

Note: The system automatically redirects the user to the new login page after 15 seconds, or the user
can click the ‘here’ link to go to the new login page.

=S COMDATA / iconnectData

Payment Innovation

You are being redirected to our enhanced security login portal. If your browser does not automatically redirect you, please click here

Please bookmark the new login portal for future ease of navigation.
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5. Enter your ICD Username and Password on the new Sign In dialog box and click “Sign In”. “Remember
me” retains the Username for future logins.

k= COMDATA

Payment Innovation

Sign In
Username
' RMSOLP
l;assword
. 0000000000000 0

[[] remember me

Need help signing in?

6. Inthe Set up multifactor authentication dialog box, select your preferred method and click “Setup”.

= COMDATA

syt Innowation

Set up multifactor authentication

Refer to these steps for setup instructions.

Your company reguires multifactor
authentication to add an additional layer of

security when signing in to your account SMS, Ste ; 7
0 Okta Verify .
Enter single-use code from the Emall' SteQ 8
mobile app.
B Voice Call: Step 9

Okta Verify (Push Notification - Mobile App): Step 10

@ SMS Authentication
Enter a single-use code sent to your
mobile phone.

Setup

Voice Call Authentication
Use a phone to authenticate by
following voice instructions.

Setup

Email Authentication
Enter a verification code sent to your
email.

Setup
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7. The SMS dialog box displays.

a. User selects the country from the dropdown and enters the mobile phone number that will be
used to receive the SMS text message with the Authentication Code, then clicks “Send code”.

The “Back to factor list” link takes the user back to the “Set up multifactor authentication”
dialog box.

bz COMDATA

Payment Innovation

Receive a code via SMS to authenticate
United States v

Phone number

+1999-999-1234

Back to factor list

b. The setup process returns a dialog box with a field for the user to enter the single-use code
received on their mobile phone. The text message below is sent by Comdata’s system to the
user’s phone.

o ICD MFA Verification Code. DO NOT share this
code. We will never call or email to ask for this
code. Your verification code is 066744.
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c. User enters the 6-digit code, then clicks “Verify”. If, after 30 seconds, the user has not entered
the single-use code sent to their mobile phone, the system will give the user an option to “Re-
send code” in case the first code was not received. Remember! Do not share this code with
anyone. Comdata will never call or email a user asking for this code.

bs COMDATA b3 COMDATA

Payment Innovation Payment innovation

Receive a code via SMS to authenticate
Receive a code via SMS to authenticate
Haven't received an SMS? To try
again, click Re-send code.

United States v
Phone number United States v
+1 999-999-9999 Sent Phone number
“1999-999-9999 Re-send code
Enter Code
Enter Code
694221
694221
EISSEIERS Back to factor list

d. After the system completes verification, the user is redirected to the ICD Dashboard, fully
logged in, and ready to begin their daily workflow.

E COMDATA/ iConnectData

Payment Innovation

« = el Q & e

HOME MANAGE ™ REFORTING ™ FIND ™ RESQURCE CENTER HELP ™

@ Some features of our website require a separate page to "pop-up” (Pay on Account, Resource Center), so that you can continue working, while accessing other information
at the same time. **You may want to disable Pop-Up blockers to get the best results.

Comdata News ICD Updates

News and Notifications
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8. The Email dialog box displays:

a. Click “Send me the code”. User is sent a 6-digit code to the email address of record.

b2 COMDATA

Set up Email Authentication

Send a verification code to your registered
email.

Send me the code

Back to factor list

b. An email sent confirming your email address. A one-time use code is provided to complete the
email address setup process.

b= COMDATA \ iConnectData

Paryment Innoration

Comdata ICD - Action Required: Confirm your email address

Hi RMSOLP,

You are receiving this email so we can confirm this email address for your account.

Please use the following time code to ¢ lete verifying your email address:

236600

If you believe you have received this email in error, please reach out to your Customer
Relations associate.

automatically generaled message from ICD. Rephes are nol moritored or answerad.
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c. Key in the 6-digit code received in the email and click “Verify”.

b= COMDATA

Payment Innovation

Set up Email Authentication
A verification code was sent to
R...P@GMAIL.COM. Check your email and

enter the code below.

Verification code

236600

Back to factor list

d. User is redirected to the ICD Dashboard, fully logged in, and ready to begin their daily
workflow.

Payment Innovation

H COMDATA / iconnectData

=]

© Some features of our website require a separate page to "pop-up” (Pay on Account, Resource Center), so that you can continue working, while accessing other information

at the same time. *You may want to disable Pop-Up blockers ta get the best results.

Comdata News ICD Updates

News and Notifications
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9. The Voice Call dialog box displays:

a. Enter your mobile phone number and click “Call”. After clicking “Call” the button changes to
“Calling”.
Note: An “Extension” can be entered for a land line.

IS COMDATA b2 COMDATA

Follow phone call instructions to

Follow phone call instructions to authenticate

authenticate

United States v
United States v

Phone number Extension

999-999-9999 |

Phone number Extension

999-999-9999 | ‘

Calling
call

Back to factor list Enter Code

Back to factor list

+1

| :

b. User receives a phone call with this message:
“Hello. Thank you for using our phone verification service. Your code is ######.”.
The phone message will repeat the code again and will end with “Good bye”.
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10. The Setup Okta Verify dialog box displays.

a. Select your device type: iPhone or Android.

b= COMDATA

Payment Innovation

Setup Okta Verify

Select your device type

Q iPhone

(® Android

Back to factor list

b. Useris asked to download the app. After downloading the app, click “Next” on the Setup Okta
Verify dialog box.

b2 COMDATA

@ 0 Okta Verify
Okta Inc.

Setup Okta Verify

Select your device type
O iPhone

(@) Android

Download Okta Verify from the
Google Play Store onto your mobile
device.

Back to factor list

c. Launch the application on the mobile device and select “Add an account”.

d. When asked for Account Type, select “Other”. “Other” is used for two-factor authentication
code for third party services. Note: The app does not allow screenshots for security reasons.
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e. After selecting “Other”, scan the QR code and click “Next”. The account is added and the
mobile app automatically displays a 6-digit authentication code.

Payment Innovat

Setup Okta Verify

Scan barcode

Launch Okta Verify
application on your
mobile device and
select Add an account.

Can't scan?

Back to factor list

f. Key in the 6-digit code and click “Verify”. Going forward, when asked for the 6-digit code, you
will open the mobile device app to get the code.

I COMDATA

Setup Okta Verify

Enter code displayed from the application

Enter Code

‘ 927674| ‘

Back to factor list
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ICD Login after MFA Setup — What to Expect

This is the new login experience after the user has been set up for Multi-factor Authentication. “What to Expect”
steps will differ based on the method that the user has set up. The steps below illustrate what to expect when a
user has selected SMS as the preferred method for receiving a verification code.

1. Loginto ICD: https://w6.iconnectdata.com/Login/init/ICD. Enter User ID and click “Continue”.

Step 1: Please enter your User [D

& ‘ RMSOLP

Continue

Forgot Password? Forgot User ID?
ICD MOBILE

2. Aredirect page displays this message: “You are being redirected to our enhanced security login portal.
If your browser does not automatically redirect you, please click here. Please bookmark the new login
portal for future ease of navigation.” Note: The system automatically redirects to the new login page
after 15 seconds, or the user can click the ‘here’ link to go directly to the new login page.

E COMDATA / iConnectData

Payment Innovation
You are being redirected to our enhanced security login portal. If your browser does not automatically redirect you, please click here

Please bookmark the new login portal for future ease of navigation.

The redirect message asks you to bookmark the new link for ease of navigation, so you do not get
redirected over and over.

The link for the new ICD MFA is: https://wé6.iconnectdata.com/icd-auth

sass  |MPORTANT! Once you have registered for the ICD MFA, change your Comdata bookmark to the URL
=== | above. If you loginto ICD with the same computer (IP address) and user name and password, you will
., notbe challenged to enter a new 6 digit code for 12+ hours.

If you log in with a different device (say a mobile phone), you will perform the same process that you
did for the first device you registered with MFA.
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3. New Sign In dialog box displays. Enter Username and Password and click “Sign In”. Note: The user has
the option to select “Remember me”, which will retain their Username for future logins.

b= COMDATA

Payment Innovation

Signin

Username

Password

[ ] remember me

Need help signing in?

4. The dialog box for the selected Authentication method displays. The example below is SMS — it displays
the associated mobile phone number (masked to only show the last four digits). User clicks “Send
code”.

b2 COMDATA
L2

SMS Authentication
(+1 XXX-XXX-1234)

Enter Code

| Send code

[[] Do not challenge me on this device for the
next 15 minutes

Sign Out

5. The user will receive the single-use code on their mobile phone, usually within seconds.

6. The user will enter the code into the “Enter Code” field and click “Verify”. Note: The user has the option
to select to not be challenged again for the next 15 minutes if logging in again from this device.
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7. Assuming their MFA challenge was accepted, the user is redirected to the ICD Dashboard, fully logged
in, and ready to begin their daily workflow.

Reset User Password via SMS

To reset a password the user will need a verification code. SMS can only be selected if a mobile phone number
has been set up in the User Profile.

1. On the Sign In dialog box, enter the Username, then click “Forgot password?”.

I2 COMDATA

SignIn
Username
| RMSOLP

Password

(] remember me

Need help signing_in?

Forgot password?

Forgot username?
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2. The Reset Password dialog box displays. Click “Reset via SMS”. SMS can only be selected if a mobile
phone number has been set up in the User Profile.

b2 COMDATA

Payment Innavation

Reset Password
Email or Username
RMSOLP

SMS can only be used if a mobile phone number
has been configured.

Reset via Email

Back to Sign In

3. A verification code will be sent via SMS. Enter the verification code and click “Verify”.

bz COMDATA

Payment nnovation

Enter verification code sent via SMS

Enter Code

w

1193 1| I Re-send code

Didn't receive a code? Reset via email

Back to Sign In
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4. After successful verification, answer the Forgotten Password Challenge question and click “Reset
Password”.

b2 COMDATA

Payment Innovation

Answer Forgotten Password Challenge

What was the name of your first pet?

\:| Show

Reset Password

Back to Sign In

5. Using the password character requirements, create a new password and then click “Reset Password”.

bz COMDATA

Payment Innowation

Reset your password

Password requirements: at least 8 characters,
a lowercase letter, an uppercase letter. a
number, no parts of your username. Your

password cannot be any of your last 8
passwords. At least 2 hour(s) must have
elapsed since you last changed your
password

New password

Repeat password

Reset Password

sign Qut
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6. A new verification code is sent via SMS. Enter the verification code and click “Verify”.

b2 COMDATA

Payment Innovation

SMS Authentication

[+91 XXX X7845)

Enter Code

803914 sent

[] Do not challenge me on this device for the
next 15 minutes

sign out

7. After successful verification, click “Sign In”. User is redirected to the ICD Dashboard, fully logged in, and

ready to begin their daily workflow.

b2 COMDATA

Payment innovation

SignIn

Hsernathe H COMDATA / iconnectData

Payment Innovation

| RVsOLP
L * B fasll Q e
Password HOME MANAGE ™ REPORTING * FIND ™ RESC E CENTER HELP ™
SOERTNeISaENN S © Some features of our websile require a separate page to “pop-up” (Pay on Account, Resource Center), so that you can
QUICKLINKS

continue working, while accessing other information at the same time. **You may want to disable Pop-Up blockers 1o get
the best results.

Comdata News ICD Updates
Corporate

— o

Need help signing in?

[] remember me

Forgot password?

Forgot username?

CONTACT ———7— @ 1.800.COMDATA comdata.com




| FOR CUSTOMER UsE |

V07 | 01/20/2021

Reset User Password via Email

To reset a password the user will need a verification code. Text here.

1. On the Sign In dialog box enter a Username, then click “Forgot password?”.

b COMDATA

SignIn

Username
| RMSOLP

Password

[] remember me

Need help signing in?

Forgot password?

Forgot username?

2. The Reset Password dialog box displays. Click “Reset via Email”.

b2 COMDATA

Payment Innovation

Reset Password

Email or Username

RMSOLP

SMS can only be used if a mobile phone number
has been configured

Reset via SMS

Reset via Email

Back 1o Sign In
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3. The Email sent! dialog box confirms that an email has been sent to the user.

k= COMDATA

Payment innovation

Email sent!

Email has been sent to RMSOLP with
instructions on resetting your password.

Back to Sign In

4. The Comdata email provides a link for the Password Reset. Click “Reset Password”.

Comdata - ICD Password Reset Requested

Hi RMSOLP

A password reset request was made for your ICD account. If you did not make this
request, please contact your system administrator immediately.

Click this link to reset the password for your username, RMSOLP

Reset Password

This link expires in 1 hour.

If you experience difficulties accessing your account, send a help request to
Customer Relations associate:

5. Answer the Forgotten Password Challenge question and click “Reset Password”.

2 COMDATA

Payment Innovation

Answer Forgotten Password Challenge

What was the name of your first pet?

[] show

Reset Password

Back to Sign In

CONTACT ———7— @ 1.800.COMDATA comdata.com




| FOR CUSTOMER UsE |

V07 | 01/20/2021

6. After successfully answering the challenge question, the Reset your password dialog box displays. Using
the password character requirements, create your new password and then click “Reset Password”.

b2 COMDATA

Payment Innawatian

Reset your password

Password requirements: at least 8 characters,
a lowercase letter, an uppercase letter, a
number, no parts of your username. Your

password cannot be any of your last 8
passwords. At least 2 hour(s) must have
elapsed since you last changed your
password

New password

Repeat password

Reset Password

sign out

7. Click “Send me the code” to confirm that you are requesting a verification code to be sent to the

displayed email address.

k= COMDATA

Payment innovation

Verify with Email Authentication

Send a verification code to R...P@GMAIL.COM.

Send me the code

Sign Out
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8. You will receive a message confiming that an email has been sent with a verification code. Enter the
Verification code and click “Verify”.

b2 COMDATA

Payment Innovatian

Verify with Email Authentication

A verification code was sent to
R...P@GMAIL.COM. Check your email and
enter the code below.

Verification code

‘ 682480 ‘

[J Do not challenge me on this device for the
next 15 minutes

Sign Out

9. After successful verification, the user clicks “Sign In” and is redirected to the ICD Dashboard, fully logged
in, and ready to begin their daily workflow.

bz COMDATA

Payment innovation

SignIn
Username
‘ RMSOLP U 8
‘ Pﬁ COMDATA / iconnectData
password Payment Innovation
* = bl Q 8 1]
eecsescccssscce HOME MANAGE ™ REPORTING ~ FIND ™ SOURCE CENTER HELP ™
© Some features of our website require a separate page to “pop-up” (Pay on Account, Resource Center), so that you can
[] remember me continue working, while accessing other information at the same time. *You may want to disable Pop-Up blockers to get QUICKLINKS
the best results.
Comdata tews s I—“'
Corporate
Dashboard
Need help signing in?

Forgot password?

Forgot username?
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Retrieve User ID

Only Migrated Users can retrieve a User ID. Migrated users can use the “Need help signing in?” > “Forgot
username?” link. The user will be prompted to enter their email, First Name and Last Name. They will receive an
email with the User ID.

1. On the Sign In dialog box, click “Forgot username”.

b2 COMDATA

Sign In

Username

Password

B Remember me

Need help signing_in?

Forgot password?

Forgot username?

2. Onthe User ID Request dialog box, enter your Email Address, First Name, Last Name and click
“Continue”.

User ID Request

Please provide the following information:

Email Address
=

First Name

>

Last Name

|

Forgot Password? Forgot User 107
ICD MOBILE
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3. You will receive an email with your iConnectData User ID.
User ID Request

Dear RMSOLP,

Please use the following User ID to log in to iConnectData:
RMSOLP
If you did not initiate this request, please call 1-800-741-2777.

Sincerely,

iConnectData Support

Modify User Password

Migrated users can change their password using the My Profile screen. The user will need to provide the
current password when setting up a new password.

Update Password

If the password fields are left blank, your password will remain unchanged.

Passwords are case sensitive and must be 8-20 characters in length with at least 1 letter and at least 1 number.

Current Password: | ......... ‘

NEW PaSSWOID: | sesesssssseuss ‘
Confirm Password: [ssssssssssssss

MFA Factor Value Maintenance

Please reach out to your Account Representative if you would like to:
e Change the factor method (Example: switching from SMS to Call)

e Change the factor value (phone number for SMS or call or email address for Email or App).

CONTACT ———7— @ 1.800.COMDATA comdata.com




